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1. Introduction

1.1. Scope

This document provides the necessary product description and configuration informatieer for
operation of the CDS-1900 modem product. This includes product feature descriptions, operation
overview, detail programming and reporting formats and modem specificationsasyumm

1.2. Modem Description

CDS-1900 is an all digital quad-band GPRS cellular modem utilizing the latdst @&M cellular
networks for highest wireless connectivity reliability. This rugged modetasgned to meet extreme
environmental conditions and is uniquely optimized for compact size, configuration litgysstse of

use and low cost. The modem asynchronous serial port supports configurable RS-232 and optional
RS-485 interfaces with rates up to 460,800 baud and can connect to virtually any dévR8-2B2,
RS-485 or USB interface in any country with GSM/GPRS netw@vkh multiple user defined 1/0

ports and user programmable event generator, CDS-1900 can be configured for ezhakdecontrol

and monitoring of functions.An embedded GPS receiver (optional ordering configuration) provides
position and velocity tracking as well as Geofencing capability which fuatihgments the broad

feature set of this product family.

1.2.1. Features

Quad band GPRS: 2W @850/900 MHz and 1W@1800/1900 MHz
GPRS class B multi-slot class 10
AT command functionality control with remote access via SMS or Telnet
Serial data rate programmability up to 460,800 baud
Supports TCP, UDP, FTP and Telnet
Auto report of new dynamic IP address
Over-the-air firmware upgrade
SMS event triggered messages with to up to 4 user stored numbers
Auto setting real-time clock: GPS time or NITZ network time (if no GPS)
GPS position location and velocity estimation with “indoor” acquisition sengitivit
Geofence definition, monitoring and reporting
Battery recharging circuit (with use of optional external battergipd by manufacturer)
Serial Communication Connections: RS-232, RS-485, USB (configuration options)
IO Connections: 1- ignition sense input, 4 — digital input, 2- analog input, 2- digital output
LEDs:
Tri-color LED showing network registration / SIM / GPRS connection status
Green LED showing GPS position acquisition status
Battery charging indicator LED
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1.2.2. Configurations and Applications

The CDS-1900 product series is available in several ordering configuratiorts lvavie been
optimized to address a variety of applications as listed in Table 1.2.2 below.

Table 1.2.2: CDS-1900 Modem Configurations and Applications

Part Number Application Functions/Interface

CDS-1900-V Automated Vehicle Location GPRS, SIM card tray and Antenna
GPS and Antenna

RS-232 and USB

I/0 terminal block

Battery Charger
CDS-1900-M Remote Equipment Monitoring{ GPRS, SIM card tray and Antenna
Automated Meter Reading RS-232, RS-485 and USB
I/O terminal block
Battery Charger
CDS-1900-E Embedded module applications GPRS, SIM card tray and Antenna

GPS and Antenna
High density GPIO

DataRemote Inc. Page 6 of 48



1.2.3. Physical Layout and Connections

1.2.3.1.

Front Panel Interface

The modem front panel and interface descriptions are shown in the figure and t@le ®ehnector
pin-out information is provided in the Connector Definition section of this document.

CDS-1900User Manual Rev1.0

Figure 1.2.3.1: Modem Front Panel Interface
(All possible connections shown for reference)

Table 1.2.3.1: Front Panel Interface Descriptions

Label CDS- Description Interface Detail
1900
Models
Connectors
GPS ANT -V, -E | Connector for GPS antenna 50 ohm, female SMA connector
+3.3V DC bias for active antenna
GSM ANT | -V,-M,-E | Connector for GSM antenna 50 ohm, female SMA connector.
RS-232 -V, -M | Connector for RS-232 port 8 pin, mini-DIN female receptacle configured
interface for RS-232 DCE signaling.
(Reference sectiob.2 for connector detail)
USB -V, -M | Connector for USB Mini-USB, universal type A/B receptacle
interface configured as type B USB device.
(Reference sectiob.3 for connector detail)
LEDs
CHRG -V,-M | LED for battery charging Green LED
Solid Green when charging
Off when fully charged or not connected
GSM/GPRS| -V,-M,-E| LED for GSM/GPRS statys Tricolor LED
Solid Red - GSM unregistered
Solid Green - GSM registered
Solid Blue - GPRS Attached
GPS -V, -E | LED for GPS status Green LED for GPS status
Blinking — Acquiring Satellites
Solid - Satellite lock
Other
SIM -V,-M,-E | Tray holder for SIM card Ejector pin external access.
RESET -V,-M,-E | Switch for modem reset Tact switch access, presisdotnemodem

DataRemote Inc.
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1.2.3.2. Rear Panel Interface

The modem rear panel and interface descriptions are shown in the figure amel@able Connector
pin-out information is provided in the Connector Definition section of this document.

Figure 1.2.3.2: Modem Rear Panel Interface
(All possible connections shown for reference)

Table 1.2.3.2: Rear Panel Interface Descriptions

Label CDS- Description Interface Detalil
1900
Models
Connectors
RS-485 -M Connector for RS-485 6 pin, single row, 3mm, lockingnale
interface receptacle. RS-485 half/full duplex

configurable.
(Reference sectiob.4 for connector detail)

PWR/CHG -V, -M | Connector for DC Power | 4 pin,single row, 3mm, lockingnale
(+6V to +32V) and externalreceptacle.
Battery Backup/Charging | (Reference sectiof.1for connector detail)

I/O -V, -M | Connector for Modem 10O | 10 pin, dual row, 3mnipcking, male
signals receptacle.
(Reference sectiod.5 for connector detail)
GPIO -E Connector for embedded | 70 pin,dual row,50 mil, female receptacle.
modem applications High density I/0O access to modem internal

signal and control.
(Reference sectiob.6 for connector detail)
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1.3. Safety Precautions

The following notes refer to OEM modules for the CDS-1900 Series Modem and to applibaseds
on CDS-1900 Modem. These safety precautions must be incorporated into the instructioromanual
the end user of any application based on the CDS-1900 Modem Series.

Electrical Safety:
The lowest input voltage that can be applied to the CDS-1900 is 6 VDC; the highest tratagm
be used is 32 VDC.

Aircraft Safety:
Cellular communications can interfere with an aircraft's navigatioersiyahd communication
systems. The use of CDS-1900 Modem on board aircraft is forbidden by federal law.

Electronics in Medical Equipment:

Radio transmitters, including cellular engines, can interfere with thatopeof inadequately
protected medical devices. Address all questions to a physician or to the maaut#dte medical
device.

Precautions in the Event of Loss/Theft of the CDS-1900:
If the CDS-1900 GPRS Modem is missing or stolen, notify the cellular network apenatediately
in order to prevent unauthorized use.

RE Exposure Safety:

The antenna(s) used for this transmitter must be installed at a distaneasif 20cm from all persons
and must not be co-located or used in conjunction with any other antenna or transmitter. The
antenna(s) used for this transmitter must not exceed a gain of 3 dBi at 1900 MHz / 1.85{Bi at
MHz for mobile operating configurations and 7 dBi at 1900 MHz / 1.4 dBi at 850 MHz for fixed
mounted operations

DataRemote Inc. Page 9 of 48
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2. Getting Started

2.1. Contents Inspection

The contents of the modem package will vary based on modem HW configuration and gccessor
ordering. Below is a comprehensive list of the items:
Base items (included with modem order):
 CDS-1900 modem
GSM Antenna
Power connector plug and wire harness (-V and -M models)
IO connector plug and wire harness (-V and -M models)
RS-485 connector plug and wire harness (-M model)
RS-232 Mini-DIN to DB9 cable/adaptor (-V and -M models)
SIM card tray
CD: CDS-1900 user manual and PC USB driver
Accessory items (ordered separately):
* GPS Antenna (-V and -E models)
» AC to DC power supply
* Mounting hardware
Please make sure that the contents match the particular configuratiomashaidered.

2.2. SIM card and Service Plan Confirmation

It is the sole responsibility of the user to obtain a SIM card from their edl&3$M service provider
with the appropriate service plan for their applications.

Note: The type of service obtained may limit some of the modem features, based ehdstationc

IP addresses, routable vs non-routable IP addresses and NAT vs non- NAT. Specificallyy tinlatte
items (non-routable and NAT) would prevent modem server based functions such as inbound data calls
and remote Telnet access.

2.3. GPRS Connection Example

The following sections provide the basic set-up and configuration steps fdingiaal CP data
connection over the GPRS network.

2.3.1. Modem Connections

Antenna
» Connect and tighten the GSM and GPS (-V) antennas to their respective SMA bulkhead
connectors on the modem.
* The antennas should be oriented such that there are no metal obstructions which can inhibit
signal reception.
Serial Port
» Several options are available for serial connection to the modem: RS-232, RS-485, and
USB, depending on your hardware configuration. For this example, an RS-232 enterfac
will be used.
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SIM card
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Attach the RS-232 cable adaptor, provided with the unit, to the modem and to a local PC
for device configuration. The cable adaptor connects the modem circular mino-EHie

PC DB9 serial port.

The local PC should have terminal emulation software (HyperTerminal or otbtd)ed

and configured for the port being connected to the modem (default settings of 115200 baud
and 8-N-1 framing).

Carefully insert the SIM card onto the SIM tray provided and slide into the modem SIM
slot on the front panel.
Make sure that the tray is inserted completely into the modem receptacle.

Attach the cable harness provided with the unit to an external DC power supply (+6 to +32
V DC) making sure that the proper pin-out and polarity match the modem connector
definition in section 6 of this document. The battery backup function is not used for this
example and therefore the BATT terminal should not be connected.

The power supply should remain turned off during the connection process.

2.3.2. Initial Power-up and Configuration

Apply DC power to the unit.

The modem GSM/GPRS LED will blink during initialization and will settle sohd color

in approximately 45 seconds. The final color (green or blue) will depend on whether valid
GPRS login settings are stored in the unit. This will be set-up in the next section.

Using the RS-232 port terminal, enter “AT” and carriage return (<CR>). An” “OK
response indicates proper communication set-up. If no response is observed or if
“garbage” characters are seen, check the com port set-up for proper baud argl frémei
default modem settings are 115200 baud and 8-N-1 framing).

Enter “AT+XCNFG?” <CR> on the RS-232 terminal. A list of parameters for the
configuration command will be reported.

Check the parameters against the specific service and application inforfieatyour

modem and update items using the AT+XCNFG command (reference AT commaod secti
of this document). For example:

Phone number, enter: AT+XCNFG=1,Mddem Phone numb&CR>
APN, enter: AT+XCNFG=2,1 Service APRKCR>

GPRS login, enter: AT+XCNFG=3,1Sérvice LogitkCR>

GPRS password, enter: AT+XCNFG=4,$¢fvice PasswofdCR>

Check parameters that have been entered by issuing another “AT+XCN#{&Sreect
items as necessary.
A user defined password may be set for remote access to the AT commandoproaess
SMS or Telnet. Enter a user password using the AT+XPASS command (reféfience
command section of this document). For example:

Remote access PW, enter:  AT+XPASStE¢ér PasswortkCR>
Check the password entry by entering “AT+XPASS?<CR> and correct essaey.
The unit must be reset for the GPRS changes to take effect. This may be done by re-
cycling modem power or by issuing “AT+CFUN=1"<CR> .

2.3.3. Network Connection and Verification

Apply DC power to the modem if it is OFF or issue “AT+CFUN=1"<CR> to reset the
modem if it is already ON.

DataRemote Inc. Page 11 of 48
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* The GSM/GPRS LED will blink during initialization and will settle to solid bbaor
(after period of solid yellow: SIM initialization and solid green: GSMstgtion). The
final solid blue color indicates attachment to the GPRS network.

« The ATDT, ATD or AT+XTCPC commands may be used to initiate an outbound packet
data call command (reference AT command section of this document). Any waditkre
TCP server IP address and port may be specified. Verify that the dedi@izP server is
available and that the port is opened (listening). Enter the command example below:

TCP call to remote IP, enter: AT+XTCPGP"addres} Port#,0<CR>

* A*“CONNECT 0" response indicates that the TCP connection has been made andydata ma
now be passed from the RS-232 port to the destination seN@&te: If hardware is
configured with an RS-485 port, the data connection will be made to RS-485 port instead of
the RS-232 port.

» The data connection may be verified by sending data (keyboard entry or fiferrans
between the modem terminal and the remote TCP server.

* The connection may be terminated by typing “+++” at the modem terminal. Titchasy
the port back to command mode and disconnects the TCP connection.

 Remote AT Command access via Telnet may also be verified by remotelyctogne
port 23 of the modem. If the IP address of the modem is not know (dynamic IP), enter the
“AT+XSTAT"<CR> command and note the IP address. Using any remote T&® cli
terminal, connect to the modem IP address and port 23 (TelNete: As previously
indicated, remote access via Telnet will not be possible if the GPRS selNK®&' &IP or
non-routable IP addresses.

* The remote client terminal will respond with a “Password:” prompt when coanesti
made to the modem. Enter the previously defined “User Password” followed byra <CR
An “OK” response will indicate that you are now connected to the modem AT command
processor.

* As simple verification of AT command mode, enter “AT+XSTAT” <CR> in the remot
client terminal and verify that the modem information is reported. Other AT codana
may also be entered and verified (reference AT command section of this adwcume

» The Telnet connection may be disconnected using the appropriate client terdhinal ca
disconnect function. Issuing an AT command such as ATH in the remote Telnet window
will not close the connection. Appendix A lists the AT commands restrictionsmee
access.

* Remove DC power from the unit when finished.

Note: Once the basic modem power-up, configuration and network connections examples have been

successfully executed as described above, application specific modem functions aesl ¢aatbe
implemented using the information presented in the remainder of this document.

DataRemote Inc. Page 12 of 48



3. Modem Operation

3.1. Block Diagram

The following block diagram shows the fundamental modem connections and functions. This
diagram provides a visual reference for specific modem operations describedibsequent
sections of this document.

Figure 3.1 Modem Block Diagram

CDS-1900User Manual Rev1.0
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3.2. GPRS Connectivity

GPRS is the primary communication mode of the CDS-1900 modem. The modem automatically
attaches to the GPRS network on power-up provided that the network is available and valid logi
information is configured in the modem. The login information is configured usingthE@NFG
command. Detail information regarding this command can be found in the AT Command slection
this document.

Upon successful attachment to the network, the modem automatically repodsigimengnt of the
new dynamic IP address. The reporting of the IP address can be providBé ldatagram format.
The UDP datagram reporting will work directly with the IP Manager 5.0 B&t8er from the
manufacturer. The IP address reporting is configured using the ATF&EGmMmand.

The integrated TCP stack of the CDS-1900 modem supports TCP, FTP, Telnet and UDP protocols
The TCP stack is utilized to support the following modem functions:

* Remote command line interface via Telnet

» Transfer of data from Internet to serial port via TCP

* Over-the-air firmware upgrade using FTP

* Reporting of event information using UDP or TCP

3.2.1. Mobhile Terminated Packet Commands

The CDS-1900 modem supports remote entry of AT commands (mobile terminated) viddueledh
Telnet server. The remote Telnet client connects to port 23 of the modem whicltaetbtbr
Telnet Server access. The command line interface allows the AT commandasterked through the
remote Telnet client. The Telnet server may be password protected vid#tK&®ASS command.
This same password is used for both SMS and Telnet access authorization. If nopeatigesl, the
password feature is disabled.

Note: Some of the modem AT commands are restricted from use when accessing modem command
processor remotely. This ensures that a command entry will not inadvertently disable the
communication capability of the modem. The AT Command list in Appendix A identifies which
commands are available via remote access.

3.2.2. Mobile Terminated Packet Call

When the modem receives an inbound packet call (mobile terminated), a TCP connectida end

a pass through data path to the serial port of the modem is established. In this moddethe m
effectively functions as a TCP server and listens on the predefined port of the noodemodnd
connection requests. TWEP connection modes are supported by the modem and are described in
the subsequent paragraphs. The specific port number and connection mode informationddethe m
are controlled via the AT+XCNFG command (reference AT command section dbttusnent).

Call Connection

Connection Mode 0 is the default connection mode. When the TCP connection is requestedeby remot
client, the modem automatically sets up the TCP connection. A carrier detetivaged when the

TCP connection is completed and a “CONNECT” response issued to the serial port.

Connection Mode 1 is used to interface with Hayes compatible devices. When the TCHaoimec
requested by a remote client in this mode, a “RING” message is seneaaépert. The modem
DataRemote Inc. Page 14 of 48
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awaits an “ATA” answer command from the DTE before completing TCP coonectbnce the
connection is completed, the carrier detect is activated and the “CONNE§IGnse is sent to the
serial port.

When a TCP connection is established, the serial port is automatically sitbcData Mode. In
Data Mode, all inbound TCP data is sent through the serial port and all serial outbousdelat#o
the TCP socket.

Call Termination

The TCP session may be terminated by either side of the connection (modem eralemt)t When
terminated by the remote client, using normal TCP socket teardown mechani8if@sCARRIER” is
sent over the serial port and the serial port is switched back to AT command modk)(defa

The TCP session may be terminated locally (modem side) when in Connection Modesi. by fi
switching the serial port from data mode to AT Command Mode. The serial is siibcA&
Command Mode by issuing a “+++” character string with 1 second pauses onidihafrthe string.
Note that the serial port may be switched back to Data Mode by issuing &f tdimmand. While
in the AT Command Mode the TCP session is terminated by issuing an “ATH” harogrnpand.

The TCP session may also be terminated locally when operating in Connection Modehds In't
connection mode, issuing the “+++” sequence as described previously will autdiypatamse the

TCP connection socket and switch the serial port to AT command mode. Since the TCRaroiznect
closed automatically, the “ATH” command is not required as in Connection Mode 1.

When the TCP session socket is closed (modem or remote client), the modem TEC&tilepraains
open to allow subsequent connections to be established.

3.2.3. Mobile Originated Packet Call

When the modem initiates outbound packet calls (mobile originating), a local AT cwhiarees a
TCP connection to be made and a pass through data path is established to the seriaepodadegm.
In this mode, the modem effectively functions as a TCP client by providing a cameszjuest to a
predefined IP address and port location of the destination device. The TCP connduitiateid via
the AT+XTCPC, ATDT or ATD commands and, as discussed the previous section, the TCP
connection mode is defined using the AT+XCNFG command (reference AT commaad eéthis
document).

Note: In addition to local AT command initiated calls, user defined event reporting actions
automatically initiate TCP or UDP connections to send predefined messages before diszgnnec

The event triggering and reporting operation are described in later sections of this docuxisena

Mode parameter in the AT+XTCPC command has been created to permit remote SMS imtiadizati

an outbound TCP connection in AT command mode. More information on this connection is provided
in the SMS Connectivity section of this document.

Call Connection
There are two fundamental methods of initiating a TCP packet call via AT awisménitiation
Mode A and Initiation Mode B.

Initiation Mode A establishes a TCP connection by issuing the standard “&MXTDT” command
sets when serial port is in AT command mode. This command is followed by numetdréBsa
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(with leading O fill to provide 3 digits per field) followed by port number, sepdtayecomma. After
sending the AT command a “CONNECT” response will be returned when thech@Ection is
successfully established. If an “ERROR” response is returned, an in@yméx was received. A
“NO ANSWER” response is returned if the connection time out was exceedegri@g@ammable
timeout). A “NO CARRIER” response indicates that the TCP client sockiee&ads in use or there is
no GPRS connectivity. When connected, the serial port is switched to Data Mode aralrakteiaed
at the serial port is sent to remote TCP client and all data received thrG&gtohnection is output
through serial port.

Initiation Mode B establishes a TCP connection by issuing the “AT+XTCB@htand when serial

port is in AT command mode. This command is followed by an IP address or DNS lookup followed
by port number, separated by comma. The IP Address must be surrounded by quotésaerepivil
numeric entry without leading zeros (e.g. a.b.c.d) or a name lookup through DNS. Aftegsba

AT command, a “CONNECT” response will be returned when the TCP connection issulige
established. If an “ERROR” response is returned, an incorrect syntaxceagde A “NO

ANSWER” response is returned if the connection time out was exceeded (gganpr@able value).

A “NO CARRIER” response indicates that the TCP client socket is alieagse or there is no GPRS
connectivity.

Call Termination

The TCP session may be terminated by either side of the connection (modem erse&mwvenr) as
previously described with Mobile terminated calls. When terminated by tletae@rver, using
normal TCP socket teardown mechanisms, a “NO CARRIER” is sent over thlepsetiand the serial
port is switched back to AT command mode (default).

The TCP session may also be terminated locally (modem side) when in Connection Mdast1 by
switching the serial port from data mode to AT command mode. The serial porcisesinid AT
command mode by issuing a “+++” command with 1 second pauses on either side afighe Bhe
serial port may be switched back to Data Mode by issuing an “ATO” command. Wthke AT
command mode the TCP session is terminated by issuing an “ATH” hang-up command.

The TCP session may also be terminated locally when operating in Connection Modehis In't
connection mode, issuing the “+++” sequence (as described previously) will agtdinaiose the

TCP connection socket and switch the serial port to AT command mode. Since the TCRaroisnect
closed automatically, the “ATH” command is not required as in Connection Mode 1.

When the TCP session socket is closed (modem or remote client), the modem TEC&tilepraains
open to allow subsequent connections to be established.

3.2.4. Download Over the Air (DOTA)

Firmware downloads over the air are performed via FTP and are initiated atdbenmaide using an
AT command. The modem logs on to a manufacturer specified remote FTP servappsipgiate
login credentials and initiates a download of a firmware update over the air. Thiddwile is an
encrypted software update which is decrypted and error checked after downloagedite I®
address, port #, filename, password and subdirectory location are identifiecheskiGHXFTPD
command (reference AT command section of this document). Should your modem needagefirmw
update, your supplier will provide you with an exact command string that includdgstadise fields, in
order to enable the download.
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Upon successful download the modem automatically reboots with new software rumshimg a
“Firmware Updated” message is returned at the serial port upon relfa@innection problems are
encountered a “NO ANSWER” message is returned. If the modem identifies ha fihwar
hexadecimal password, an “ERROR” message is returned. An “ERROR” mesbadso be
returned if errors are detected in the download process.
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3.3. SMS Connectivity

The CDS-1900 modem supports inbound and outbound SMS messaging anytime after network
registration and SIM initialization. The inbound SMS messaging provides rematemhiand line
access and the outbound SMS messaging provides event triggered reporting. Up to 4 independent
SMS phone #s are stored in the modem and are configured using the AT+XCNFG command
(reference AT command section of this document).

3.3.1. Mobile Terminated SMS Commands

AT commands may be remotely sent to the modem through SMS messaging (Mobileatestini
The modem responses to the AT commands which are normally sent to the origimetinpdeare
now automatically returned back to the calling number via SMS messaging new SMS message
being generated for each line of response. A user defined password protects usdwhoegs to
this remote command line capability. The password is set using the AT+XRABRand (ref AT
command section of this document). This same password is used for both SMS and Tedeet acc
authorization. If no entry is provided, the password feature is disabled.
The SMS text format is shown below:

SMS text when Password enabled: <password>,<AT command>

SMS text when Password disabled: <AT command>

Note: Care should be taken when issuing certain remote AT commands as some command responses
can be quite large and therefore generate a large number of response SMS messages.

A custom AT command option has been created to permit SMS initiation of a modem outbound TCP
connection in AT command mode. This special SMS AT command remotely triggers the tnodem
initiate a TCP connection to a specified IP address/port and directly conateuwith the AT

command processor in the modem. A single AT+XTCPC command is sent via SMS wimnek def

the IP address and port of the remote terminal and, with the Mode paramtiefXetprovides

direct AT command processor access (reference AT command section of threedgc  The

destination PC will then have remote TCP access to AT command entry. ndomif this

connection is the same as any other TCP call. There is no password protectezhtapgpis method

of communication, as it should only be initiated from an SMS message that way alrdehticated

using the password (assuming a password was configured by the user).

Note: As with Telnet remote command access, some of the SMS modem AT commandstade rest
from use when accessing modem command processor remotely. This ensures that a command entry
will not inadvertently disable the communication capability of the modem. The AT Commmamnd lis
Appendix A identifies which commands are available via remote access.

3.3.2. Mobile Originated SMS Call

Outbound SMS calls (Mobile Originated) are initiated automatically via eepotting messages.

The standard messages are sent to SMS numbers stored in the modem upon event triggering. U
four unique numbers are stored in the modem and are entered via the AT+XCNFG commtaild. De
of the event reporting format are covered in later sections of this document.
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3.4. Serial Port Connectivity

The CDS-1900 modem provides local serial communication connectivity via RS-232 port, RS-485
port and/or USB ports depending on the modem hardware configuration. These sericiamae
described in the subsequent sub-sections.

There are two fundamental modes of serial communication provided by the modenania@d
Mode and Data Mode.

AT Command Mode

The AT Command Mode is the default serial communication mode in which the modemablavail
accept and respond to AT commands from the DTE device. Since the modem is only lookihg for A
commands in this mode, only modem recognizable AT command syntaxes will be acygeapted b
modem.

User defined “Null Commands” are available to provide compatibility with keggaipment by
defining, recognizing and responding “OK” to AT commands which are not nornugibosted. The
Null Commands are defined and stored using the AT+XNULL command (referencemmand
section of this document).

Data Mode

The serial port Data Mode is established whenever a TCP connection is mades miod#j all serial
port data is directly passed through to the TCP socket for wireless transmiss@hwireless data
received by the TCP socket is passed directly to the serial port. AT comméeresl @uring this
mode will be treated as transmit data characters instead of being mexbgsivalid AT commands.

As described in previous sections, the serial port can be switched back to AT Commarxy mode
entering “+++” string when in TCP Connection Mode 1 without losing the TCP coanecti
Subsequently entering an ATO command when in the AT Command mode will toggle batk to Da
Mode as long as the TCP connection is still active.

When a TCP connection is closed, the serial port switches back to the default ATaQdade
until another connection is established.

3.4.1. RS-232 port

The RS-232 port connector is an 8 pin, female Mini-DIN connector with full hardwaredotrol
capability and programmable rate capability up to 460,800 baud. A manufacturercgsupplie
interface/adaptor cable provides connection between the DCE configured modend@ortexternal
standard DB9 connector on the DTE device. The modem baud rate is programmed via éing stand
AT+IPR command (reference AT command section of this document). Detail connestiaice
information is provided in Section 6 of this document.

The RS-232 port is always available for AT Command mode operation but the Data Mab#itgas
only available when the RS-485 port is not configured in the Hardware (-V model). Whe#8% RS
port is also present (-M model), the RS-232 port will only provide an alternativeiinand

interface through its dedicated port connection.
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3.4.2. RS-485 port

The RS-485 port connector is a 10 pin, male terminal connector with external pirvgglfsthalf

and full duplex mode operation. As with the RS-232 port, the modem baud rate is programmed via
standard AT+IPR command (reference AT command section of this document)! chmtaictor

interface information is provided in Section 6 of this document.

The RS-485 port is always available for AT Command and Data Mode operation (-N).méde
previously described, the Date Mode operation is switched to this RS-485 pod ifstiea RS-232
port.

3.4.3. USB port

The USB port connector is a universal mini-USB connector configured foBtyB device
operation. This port is intended for direct connection to a local host PC which has a masufact
provided driver installed. The custom driver essentially emulates a ssmialunication port on the
PC. Terminal emulation software will permit communication to the modem overotimction.
Detail connector interface information is provided in Section 6 of this document.

The USB port interface is only available for AT Command mode operation. All Dada M

connectivity is passed to either the RS-232 or RS-485 port depending on HW configurations as
described previously.
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3.5. GPS Connectivity

The CDS-1900 provides automatic connection to the GPS satellite system via ddetinBeS
receiver when the modem is appropriately configured for location measurement.erm@htzs, the
GPS receiver acquires available satellites via the dedicated apm@ad upon successful
acquisition of a minimum number of satellites, the receiver provides the modenceuthta position
information. Depending on the modem configuration settings, the position information can be
reported periodically as defined by the user or may also be utilized for Gegfeagability. The
periodic reporting parameters are set via the AT+XCNFG command anddfen@Geg features are
configured using the AT+XGEOF and AT+XEVGE commands (reference AT commatdrsof
this document).

Periodic Location Reporting

When the periodic location feature is enabled, the modem will measure and repmm lodatmation

via TCP or UDP. The reporting destination (TCP or UDP, address and port) and period parameters
are defined by the AT+XCNFG command. Independent reporting periods mayftwetbeee

different states: vehicle turned off, vehicle running and vehicle moving €referAT command

section of this document). Detail information on the reporting message formatsfoande Report
Message section of this document.

Geofencing
The Geofencing feature provides the capability to define a geographic boaneaigr areas (location

and radius) such that an event trigger will occur if the device moves outside thel deiae When

an event trigger occurs a report message will be sent to a predefined reenate BCP, UDP or

SMS. The event may include multiple Geofence areas and may also bedreuetsthat a trigger
occurs when the device enters the Geofence area. The AT+XGEOF command defsesea the
set of Geofence boundaries (up to 16 unique areas) and the AT+XEVGE command cotiggures t
event reporting parameters.
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3.6. Event Triggering and Reporting

The CDS-1900 modem can be configured to monitor a variety of local events, compargdhreshn a
predefined trigger thresholds and provide a selected action(s) when the evenbtioggse. The
events which can be programmed include the following:

* Any one of the general purpose inputs going high or low

» Either of the analog inputs crossing a specific voltage level

* Entering or leaving a Geofence or group of Geofences

 Command received to set / reset a general purpose output
All the event programming is accomplished via AT commands. These events caeieatg
categorized as 10 based, and location based events. The 10 based eventsaaren@oagising the
AT+XEVIO command, the location based events are programmed by the AT+XEbdiGiEBand in
conjunction with the AT+XGEOF command (reference AT command section of this dogument

When an event trigger occurs, the modem will take action according to the AT ndracten
parameters. Any combination of the actions listed below may be taken when aniggenbticurs:
* Send an SMS report message to any of four pre-programmed numbers
» Initiate a TCP session to a pre-defined reporting IP address and port and sesat an e
report message
* Send a UDP datagram to a pre-defined reporting IP address and port containing eve
indication
* Set or reset one of the user defined general purpose outputs

All event message reporting is done via SMS, TCP or UDP connections. These egsages
provide the unit ID (phone number of IMEI, as defined by user), type of event, and eegatitel
information (e.g. GPS coordinates, speed for location based event, 10 sta@désed event). The
reporting ID information, GPS update interval and Report format selectientared using the
AT+XCNFG command. The detail characteristics of the event message t@mmia¢ found in the
Report Message section of this document.
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4. Modem Programming
4.1. AT Commands

4.1.1. Command Structure

All commands are in ASCII format and always start with “AT” chanacfATtention, start of
message) and finish with a <CR> character (end of message). The fieldsomthand are
delimited by the comma (,) character.

Each command is defined in the following format:

Description: Brief description of the command function

Syntax: Format of the command line structure (start with “AT” and end with <CR>)
Field Definition: Definition of field parameters identified in syntax (if applicable)

Response: List of possible ASCII responses received after execution of the command

Query Syntax and Response:Additional syntax/response variants for query operation (if applicable)

4.1.2. Configuration Commands

41.2.1. AT+XCNFG

Description:
This command provides the capability to set all modem configuration parametésliarki

FLASH as well as query and display all parameters which have been previusly s
Syntax:

AT+XCNFG=<Parameter>, <Save Mode>, “<Value>"<CR>
Field Definition:

<Parameter>: 1: Phone Number
2: GPRS Access Point Name
3. GPRS Username
4: GPRS Password
5. TCP Server Port
6
7
8
9

: UDP Refresh IP Address
: UDP Refresh Port
: TCP Reporting IP Address
: TCP Reporting Port
: UDP Reporting IP Address
11: UDP Reporting Port
12: SMS#1 Phone Number
13: SMS#2 Phone Number
14: SMS#3 Phone Number
15: SMS#4 Phone Number
16: Connection Mode for mobile originated TCP connections (0 or 1)
17: Number of times mobile terminated packet call should issue “RING”
indication before terminated (applies only for Connection Mode 1)
18: Time between rings (expressed as 100 msec increments; only applies for
Connection Mode 1)
19: TCP Timeout (expressed as 100 msec increments) — defines how long a
mobile originated TCP packet call will wait for connection before timing out
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20: GPS Reporting Time High (expressed as 100 msec increments) — defines the
time between periodic location reports when Ignition Sense input is high — Note:
changing this variable will cause an initial periodic report to be generated

21: GPS Reporting Time Low (expressed as 100 msec increments) — defines the
time between periodic location reports when Ignition Sense input is low — Note:
changing this variable will cause an initial periodic report to be generated

22: Reporting Mode (0 = Short reporting mode, 1 = Extended reporting mode) —
defines whether input and output values are transmitted in periodic location
reports

23: Reporting Unit ID (0O = Phone number, 1 = IMEI (default)) — defines what
parameter is used for Unit ID in all event and periodic reports

24: Virtual Ignition Sense through Movement (No motion threshold expressed
as 100 msec increments) — uses movement instead of ignition sense to change
reporting times (between #20 and #21 described above). Defines the time the
vehicle is not in motion before it is determined that the vehicle has been turned
off. This value must be either 0 to disable or must equal the value entered in #20
above.

25: Used to load all FLASH parameters to RAM

<Save Mode>:0: set RAM value

<Value>:

Response:
‘ERROR”

HO K”

1: set RAM and FLASH value

2: display parameter value in RAM

4: display parameter value in FLASH and load it into RAM

String value for each of the parameters when setting them todRAMASH
(must be surrounded by quotes)

Syntax error
Successful command completion

Query Syntax and Response:

AT+XCNFG? Returns all parameters
AT+XCNFG=? Returns Command Syntax
41.2.2. AT+IPR
Description:

This command sets the serial port baud rate.

Syntax:

AT+IPR=<rate> <CR>

Field Definition:
<rate>:

DataRemote Inc.

Baud rate values:
0: Auto baud rate detection
300

600

1200

2400

4800

9600

19200

38400

57600

115200
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230400
460800
Response:
‘ERROR”  Syntax error
“OK” Successful command completion

Query Syntax and Response:
AT+IPR? Returns current IPR value
AT+IPR=?  Returns list of auto detectable and supported rates

Note: this configuration merely changes the value in RAM. The unit will revertd#uok value
stored in FLASH upon reboot or reset. In order to change the value stored in RAM and in FLASH, the
command must be followed by “;&W”.

4.1.2.3. AT+XPASS

Description:
This command sets the password for remote SMS and Telnet access.

Syntax:
AT+XPASS= <Save Mode>,“<password>"<CR>
Field Definition:
<password>: ASCII string representing password, 10 charactersimaki{e surrounded by
guotes)
Null string entry disables the password feature.
<Save Mode>:0: set RAM value
1: set RAM and FLASH value
2: display parameter value in RAM
4: display parameter value in FLASH and load it into RAM

Response:
‘ERROR”  Syntax error
“OK” Successful command completion
Query Syntax and Response:
AT+XPASS? Returns all parameters values
AT+XPASS=? Returns Command Syntax
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4.1.3. Status Query Commands

4.1.3.1. AT+XSTAT
Description:
This command returns status of the state machine corresponding to each paramete
Syntax:
AT+XSTAT<CR>
Response:
‘ERROR” Syntax error
“OK” Successful command completion after state response to Parameter
SIM State Response:
“1” SIM removed,
“2" SIM inserted,
“3” SIM initialized,
“4r PIN error,
“5” PIN OK,
“6” PIN Wait,
“7" No PIN
GSM State response:
“0” Unregistered
“1” Registered
GPRS State Response:
“1” Failed
“2" Connected
“3” Disconnected
“4” Stopped
TCP/Telnet Server Response:
“0” TCP/Telnet server not up,
“1” TCP/Telnet server ready

GPS State Response
“Achieved First Fix, but no valid Location” At least one GPS position fix abthsince last
pwr-up
“Fixed never achieved” No GPS position fix obtained since last pwr-up
“Current Lat: xxx Lon: yyy” The GPS position fix obtained is accurate

4.1.3.2. AT+CREG?
Description:
This command displays the GSM registration state.
Syntax:
AT+CREG? <CR>
Response:
‘ERROR”  Syntax error
“OK” Successful command completion after displaying GSM registraiate
4.1.3.3. AT+CGATT?
Description:

This command identifies the attachment state of GPRS.
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Syntax:
AT+CGATT? <CR>
Response:
‘ERROR”  Syntax error
“OK” Successful command completion after displaying GPRS attachta¢at s
4.1.3.4. AT+CGREG?
Description:
This command identifies the GPRS registration state.
Syntax:
AT+CREG? <CR>
Response:
‘ERROR”  Syntax error
“OK” Successful command completion after displaying the GPRS ragpsirstate.
4.1.3.5. AT+XVRSN
Description:
This command provides the application firmware revision number.
Syntax:
AT+XVRSN<CR>
Response:
‘ERROR”  Syntax error
“OK” Successful command completion after display of application firrawavision
number.
4.1.3.6. ATI3
Description:
This command provides the operating system firmware revision number.
Syntax:
ATI3<CR>
Response:
‘ERROR”  Syntax error
“OK” Successful command completion after display of operating systewédre
revision number.
4.1.3.7. AT+CSQ
Description:
This command provides the RSSI and BER values for the modem.
Syntax:
AT+CSQ<CR>
Response:
‘ERROR”  Syntax error
“OK” Successful command completion after displaying RSSI and BERsvalue
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4.1.4. Null Commands

41.4.1. AT+XNULL

Description:
This command creates a new user-defined command, which generates an “OK’aéspons

facilitate interface compatibility with legacy devices that exgech responses.
Syntax:
AT+XNULL=<Number>, “<Command>" <CR>
Field Definition:
<Number>: 1-10: represents the reference ID of the command to be createddsudihto
RAM and FLASH.
<Command>: Command string starting with “AT+". Do not enter paramete&smnmand
string (i.e. enter “AT+Command” not “AT+Commnand=10"). Avoid

commands that already exist, so as not to intercept valid commands. (must be

surrounded by quotes) Null string disables the specific Null command number.
Response:
‘ERROR”  Syntax error
“OK” Successful command completion after displaying status of requestaich@ter
Query Syntax and Response:
AT+XNULL=? Returns Command Syntax
AT+XNULL? Returns List of all existing commands in FLASH

Warning: Care must be taken to not define standard commands as Null commands. Such definitions

will disable features of the modem, which may only be retrievable through firmware update.

DataRemote Inc. Page 28 of 48



CDS-1900User Manual Rev1.0

4.1.5. Connection Commands

4.15.1. AT+XTCPC

Description:
This command establishes a TCP connection with a server listening at é8saffday be DNS

lookup) and port.
Syntax:
AT+XTCPC="<IP address>", <Port>,<Mode><CR>
Field Definition:
<IP address>: IP address string or DNS lookup string (must be surrounded by quotes)
<Port>: Port number
<Mode> Selects connection mode:
0: Data Mode (default). On TCP connection data path direct to serial port.
1: AT command mode . This mode forces TCP connection with direct access
to AT command processor instead of modem serial port. Primary function for
remote SMS initiated command to provide modem AT command line interface
connection to destination IP/port device.

Response:
“CONNECT 0” Successful connection and serial port switched to data mode

“NO CARRIER” No GPRS connection or socket unavailable
“NO ANSWER” Cannot connect
‘ERROR” Syntax error

4.1.5.2. ATDT

Description:
This command is an alternate format to establish a TCP connection with seevendisat <IP

address> and port.
Syntax:
ATDT<IP address>, <Port><CR>
Field Definition:
<IP address>: IP address (must be leading O filled decimal formattedialithaddress — e.g.
an IP of 1.22.33.444 is entered as 001022033444)

<Port>: Port number
Response:
“CONNECT 0” Successful connection and serial port switched to data mode

“NO CARRIER” No GPRS connection
“NO ANSWER” Cannot connect
‘ERROR” Syntax error

4.1.5.3. ATD

Description:
This command is an alternate format for establishing a TCP connection with Isgening at

<IP address> and port.
Syntax:

ATD<IP address>, <Port><CR>
Field Definition:
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<IP address>: IP address (must be leading O filled decimal formattedialithaddress — e.g.
an IP of 1.22.33.444 is entered as 001022033444)

<Port>: Port number
Response:
“CONNECT 0” Successful connection and serial port switched to data mode

“NO CARRIER” No GPRS connection
“NO ANSWER” Cannot connect
‘ERROR” Syntax error

4.1.5.4. AT+XFTPD

Description:
This command provides download of specified firmware binary file from remotes&iier

and reboots the modem with new firmware upon successful completion of download.
Syntax:
AT+XFTPD="<IP address>", <Port>,"<filename>","<password>"sisbdirectory>", <CR>
Field Definition:
<IP address>: IP address string or DNS lookup string for FTP serverl{ensstrounded by
guotes)
<Port>: Port number for FTP server
<filename>: Filename of encrypted downloadable binary file with eixtenlsvd (must be
surrounded by quotes)
<password>: Sting of 10 hexadecimal digits (must be surrounded by quotes)
<subdirectory>: ASCII character string representing FTP ssualirectory target location
(must be surrounded by quotes). Not required if target file is in root
directory.

Response:
“Firmware Updated” Successful download and modem reboot

“NO ANSWER” FTP server connection error
“ERROR” Syntax error, password/filename error or download error

4.1.5.5. ATA

Description:
This standard command accepts or “answers” an inbound TCP call to the modem. This is use

when the modem is in Connection Mode 1 and the modem provides a “RING” character string
to the serial port. The TCP connection is initiated upon execution of this command.

Syntax:
ATA<CR>

Response:
“OK” Successful command completion

‘ERROR” Syntax error

4.1.5.6. ATH
Description:
This standard command disconnects the current TCP call connection.

Syntax:
ATH <CR>

Response:
“OK” Successful command completion

‘ERROR” Syntax error
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4.1.5.7. ATO

Description:
This standard command switches the serial port mode from AT command mode to Data Mode

when a valid TCP connection session is active.

Syntax:
ATO <CR>

Response:
“OK” Successful command completion

‘ERROR” Syntax error
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4.1.6. Geofence Commands

4.1.6.1. AT+XGEOF

Description:

This command provides the necessary parameters to set-up the Geofencefita¢tuGPS
modem.

Syntax:

AT+ XGEOF=<Save Mode>, <Fence #>, “<Lat>", “<Lon>", <Radius><CR>
Field Definition:

<Save Mode>:0: Set RAM value
1. Set RAM and FLASH value
2: Load current value of FLASH into RAM
<Fence #>. 1-16: Number assigned to identify each Fence parameter set

<Lat>: Geofence latitude coordinates. A “0.0” value uses current Lattandinates
(values must be surrounded by quotation marks)
<Lon>: Geofence longitude coordinates. A “0.0” value uses current Lat/Lon

coordinates(values must be surrounded by quotation marks)

<Radius>: Geofence radius size in km. (values must be surrounded by quotatign marks
Response:

“OK” Successful command completion

‘ERROR” Syntax error
Query Syntax and Response:

AT+XGEOF? Returns all parameters values

AT+XGEOF=? Returns Command Syntax
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4.1.7. Event Commands

41.7.1. AT+XEVGE

Description:

This command establishes the parameters for location based event programming.

Syntax:

AT+ XEVGE=<Save Mode>, <Event #>, <Apply>, “<Fences>", <Action><CR>

Field Definition:

<Save Mode>:0: Set RAM value

<Event #>:

<Apply>:

<Fences>:

<Action>:

Response:
HOK”

‘ERROR”

1. Set RAM and FLASH value
2. Load current value of FLASH into RAM
1-10: Number assigned to identify each Event parameter set
Sum of all desired trigger events defined below:
0: Eventis inactive
1: Trigger when unit leaves all Geofences contained in parameters
2: Trigger when unit leaves any Geofence contained in parameters
4: Trigger when unit enters any Geofence contained in parameters
Note: values 3 and 7 are not allowed
Hexadecimal number representing the bit pattern for tes fiecluded in
event (where 0 = do not include fence, 1 = include fence). (values must be
surrounded by quotation marks)
bit0 = Geofence 16
bitl = Geofence 15
bit2 = Geofence 14
bit3 = Geofence 13
bit4 = Geofence 12
bit5 = Geofence 11
bit6 = Geofence 10
bit7 = Geofence 9
bit8 = Geofence 8
bit9 = Geofence 7
bit10 = Geofence 6
bitl1 = Geofence 5
bit12 = Geofence 4
bit13 = Geofence 3
bit14 = Geofence 2
bitl5 = Geofence 1
Sum of all the action to take if event is triggered as defined below:
1, 2, 4,8: Send SMS event message to pre-programmed SMS#1, SMS#2,
SMS#3, SMS#4, respectively
16: Send message as a UDP datagram to reporting IP address and port
32: Send message in a TCP session to TCP reporting IP address and port
64, 128: Set general purpose Outputl HIGH, LOW, respectively
256, 512: Set general purpose Output2 HIGH, LOW, respectively

Successful command completion
Syntax error

Query Syntax and Response:

DataRemote Inc.
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AT+XEVGE? Returns all parameters values
AT+XEVGE="? Returns Command Syntax
4.1.7.2. AT+XEVIO
Description:

This command establishes the parameters for 10 based event programming.

Syntax:

AT+ XEVIO=<Save Mode>, <Input>, <Apply>, <Value>, <Action><CR>

Field Definition:

<Save Mode>:0: Set RAM value

<Input>:

<Apply>:

<Value>:

<Action>:

Response:
“OKH

“‘ERROR”

DataRemote Inc.

1: Set RAM and FLASH value

2: Load current value of FLASH into RAM

Input that the event should trigger on as defined below:

ADC1

ADC2

Not used

GPI1

GPI 2

GPI 3

GPI 4

Ignition Sense Input

Note GPIO is polled every 200 milliseconds and therefore a value must be
achieved for at least this much time. Analog input is polled every 2 seconds and
therefore the threshold value must be achieved for at least this much time.
Enables or disables a General Purpose 10 event and configures how ADC
threshold is treated as defined below:

0: Eventis inactive (for GPI or ADC event)

1: Eventis active (for GPI event)

1: Trigger when ADC is greater than threshold (for ADC event)

-1: Trigger when ADC is less than threshold (for ADC event)

For ADC Events, Value = the threshold value

For GPI Events, Value is defined below:

0: Trigger event when selected input goes LOW

1: Trigger event when selected input goes HIGH

2: Trigger event when selected input TOGGLES from LOW to HIGH or from
HIGH to LOW

Sum of all the actions to take if event is triggered as defined below

1,2, 4,8 Send SMS event message to pre-programmed SMS#1, SMS#2,
SMS#3, SMS#4, respectively

16: Send event message as a UDP datagram to pre-programmed UDP reporting
IP address and port

32: Send event message in a TCP session to pre-programmed TCP reporting IP
address and port

64, 128: Set general purpose Outputl HIGH, LOW, respectively

256, 512: Set general purpose Output2 HIGH, LOW, respectively

N RARWNE

Successful command completion
Syntax error
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Query Syntax and Response:
AT+XEVIO? Returns programmed values entered
AT+XEVIO="? Returns the Command Syntax
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4.2. Report Messages

4.2.1. Message Structure

The report messages for periodic location reporting, Geofencing event repodin@ event reporting
are in ASCII format and always start with “$$” characters (stamegsage) and finish with a “#”
character (end of message). The fields in the response message areddejithhe comma (,)
character. There are special extended formats for some messages.

Each response message is defined in the following format:

Description: Brief description of the response message
Syntax: Format of the response message structure (start with “$$” and end with “#”)

Field Parameter:  Definition of field parameters identified in syntax

4.2.2. Periodic Location Reporting Message

The periodic location reporting messages support both standard and extended foraagsevhi
defined in the following sections. The initial periodic report is generated whew value is entered
for the reporting period through AT command or when the Ignition Sense input toggleshor whe
motion is detected or when first GPS fix is achieved after power up. Subsequestaspor
generated and stored based on programmed reporting time period settingX@MHG. The

report messages are stored in the modem until they can be sent via the pre-defieetibcomethod
(TCP, UDP or SMS). Up to 16 messages can be stored in the modem at any one time.

4.2.2.1. Location Message Standard Format

Description:
Standard message format for the periodic location reporting.

Syntax:
$$<UID>,<EV#>,<D><T><LT><LN><SP>, <SV> <MS> #
Field Parameter:

<UID>: Unit ID — selectable between the 15 digit IMEI number of the modem or use
programmable 10 digit phone number (either a 15 character or 10 character
string)
<EV#>: Four digit event code that caused the trigger message as defined below:
4001: for all periodic location messages
<D>: UTC Date of trigger (10 characters — YYYY/MM/DD)
<T>: UTC Time of trigger (8 characters — HH:MM:SS)
<LT>: Latitude (signed floating point number with 5 digits after detipoint)
<LN>: Longitude (signed floating point number with 5 digits after decpoait)
<SP>: Speed in kilometers per hour (unsigned integer)
<SV>: Number of satellites used for position fix (unsigned 8 bit integer)
<MS>: Message sequence (unsigned 8 bit number that wraps)
4.2.2.2. Location Message Extended Format
Description:
Extended message format for the periodic location reporting.
Syntax:
$$<UID> <EV#>,<D>,<T><LT><LN><SP>, <SV><IN>:<OUT>:<ADC1>,
<MS>#

Field Parameter:
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<UID>:

<EV#>:

<D>:
<T>:
<LT>:
<LN>:
<SP>:
<SV>:
<IN>:

<OUT>:

<ADC1>:

<MS>:

DataRemote Inc.

CDS-1900User Manual Rev1.0

Unit ID — selectable between the 15 digit IMEI number of the modem or use
programmable 10 digit phone number (either a 15 character or 10 character
string)

Four digit event code that caused the trigger message as defined below:
4001: for all periodic location messages

UTC Date of trigger (10 characters — YYYY/MM/DD)

UTC Time of trigger (8 characters — HH:MM:SS)

Latitude (signed floating point number with 5 digits after detipoint)
Longitude (signed floating point number with 5 digits after decpoait)

Speed in kilometers per hour (unsigned integer)

Number of satellites used for position fix (unsigned 8 bit integer)

Current state of inputs at time message was sent (unsignethtieteger)

Bit 0 (LSB): Ignition Sense

Bit 5-Bit 1. GPI#1 — GPI#4

Current state of outputs at the time message was sent (unsigmeal deeiger)
Bit 0 (LSB): GPO#1

Bit 1. GPO#2

Voltage measured at ADC # 1 value at the time message was sém fhoat
number with 2 digits after decimal

Message sequence (unsigned 8 bit number that wraps)
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4.2.3. Geofence Event Reporting Message

The Geofence event reporting messages supports both standard and extended facthate whi
defined in the following sections. The Geofence report message is gengresn the pre-defined
geofence event trigger occurs as defined in AT+XGEOF and AT+XEVGE commands

4.2.3.1. Geofence Message Standard Format

Description:

Standard message format for the Geofence reporting.
Syntax:

$$<UID>,<EV#>,<D><T><LT><LN><SP>, <SV> <MS> #
Field Parameter:

<UID>: Unit ID — selectable between the 15 digit IMEI number of the modem or use
programmable 10 digit phone number (either a 15 character or 10 character
string)
<EV#>: Four digit event code that caused the trigger message as defined below:
30XX: where XX = Event Number
<D>: UTC Date of trigger (10 characters — YYYY/MM/DD)
<T>: UTC Time of trigger (8 characters — HH:MM:SS)
<LT>: Latitude (signed floating point number with 5 digits after detipoint)
<LN>: Longitude (signed floating point number with 5 digits after decpoait)
<SP>: Speed in kilometers per hour (unsigned integer)
<SV>: Number of satellites used for position fix (unsigned 8 bit integer)
<MS>: Message sequence (unsigned 8 bit number that wraps)
4.2.3.2. Geofence Message Extended Format
Description:
Extended message format for the Geofence Event reporting.
Syntax:
$$<UID>,<EV#>,<D>,<T>,<LT>,<LN><SP>, <SV>IN>:<OUT>:<ADC1>,
<MS>#
Field Parameter:
<UID>: Unit ID — selectable between the 15 digit IMEI number of the modem or use
programmable 10 digit phone number (either a 15 character or 10 character
string)
<EV#>: Four digit event code that caused the trigger message:
30XX: where XX = Event Number
<D>: UTC Date of trigger (10 characters — YYYY/MM/DD)
<T>: UTC Time of trigger (8 characters — HH:MM:SS)
<LT>: Latitude (signed floating point number with 5 digits after detipoint)
<LN>: Longitude (signed floating point number with 5 digits after decpoait)
<SP>: Speed in kilometers per hour (unsigned integer)
<SV>: Number of satellites used for position fix (unsigned 8 bit integer)
<IN>: Current state of inputs at time message was sent (unsignethtiexteger)

Bit 0 (LSB): Ignition Sense
Bit 5-Bit 1. GPI#1 — GPI#4
<OUT>: Current state of outputs at the time message was sent (unsigmedal deeiger)
Bit 0 (LSB): GPO#1
Bit 1. GPO#2
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<ADC1>: Voltage measured at ADC # 1 value at the time message was sémd fhoat
number with 2 digits after decimal
<MS>: Message sequence (unsigned 8 bit number that wraps)
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4.2.4. 10 Event Reporting Message

The 10 event message reporting format is defined in the following seclitve IO event reporting is
generated when the pre-defined IO event trigger occurs as defined inEAVT®Xommand.

4.2.4.1. IO Event Message Format
Description:
Message format for the 10 Event reporting.
Syntax:
$$<UID>,<EV#>,<D>,<T><OLDIN>:<NEWIN>:<OUT>:<ADC1>:<ADC2>NKU>,
<MS>, #
Field Parameter:
<UID>: Unit ID — selectable between the 15 digit IMEI number of the modem or use
programmable 10 digit phone number (either a 15 character or 10 character
string)
<EV#>: Four digit event code that caused the trigger message as defined below:

1001: ADC1 Triggered
1002: ADC2 Triggered
1004: GPI#1 Triggered
1005: GPI#2 Triggered
1006: GPI#3 Triggered
1007: GPI#4 Triggered
1008: Ignition Sense Triggered
<D>: UTC Date of trigger (10 characters — YYYY/MM/DD)
<T>: UTC Time of trigger (8 characters — HH:MM:SS)
<OLDIN>: State of inputs before event trigger (unsigned decimal intege
Bit 0 (LSB): Ignition Sense
Bit 5-Bit 1: GPI#1 — GPI#4
<NEWIN>: Current state of inputs before event trigger (unsigned deciregkint
Bit 0 (LSB): Ignition Sense
Bit 5-Bit 1. GPI#1 — GPI#4
<OUT>: Current state of outputs at the time message was sent (unsigmeal deeiger)
Bit 0 (LSB): GPO#1
Bit1l: GPO#2
<ADC1>: Voltage measured at ADC # 1 value at the time message was sém fhoat
number with 2 digits after decimal
<ADC2>: Voltage measured at ADC # 2 value at the time message was sémq fhoat
number with 2 digits after decimal
<NU>: Proprietary floating point value with 2 digits after decimal
<MS>: Message sequence (unsigned 8 bit number that wraps)
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5. Modem Specification Summary
The following specifications apply to all CDS-1900 models unless noted otherwise.

Cellular Specification

« GPRS Class B, Multi-Slot 10
* Frequency Bands 850/900/1800/1900 MHz
* Transmit Power 2W @ 850/900 MHz

1W @ 1800/1900 MHz
GPS Specification (-V_model only)

* Receiver 12 channels

* Receiver Sensitivity -154 dBm

* Accuracy 10 meter

» Cold Start 40 sec

* Hot Start 3 sec

* Interface SMA female connector, supports 3.3V for active antenna

Network Functionality

* Auto-Register to GPRS network
Auto Reports Dynamic IP Assignment
Remote command line interface via Telnet
Configurable as TCP Server and Client
Supports TCP, UDP, FTP, and Telnet
OTA Firmware Upgrade Using FTP
SMS connectivity- Stores up to 4 SMS numbers
Power Requirement

» D.C Power 6-32V
« GSM 850/900 80 mA average @12V (-V model)
25 mA average @12V (-M model)
« GSM 1800/1900 75 mA average @12V (-V model)
25 mA average @12V (-M model)
» External Battery backup Internal charging circuit (-V and -M mqdels

for external Ni-MH battery, 700-1800mAh capacity
Physical Interface

» Cellular Antenna Connector SMA female
* GPS Antenna Connector SMA female (-V and -E models)
» Data Connector (S) RS-232, 8 pin Mini DIN (-V and —M models)

RS-485 (-M model)
USB (-V and -M models)
* |0 Connector 10 pin Terminal block (-V and -M models)
1 Ignition Sense, digital input
4 General purpose, digital Inputs
2 Analog inputs
2 Digital outputs
* GPIO Connector High density 70 pin Connector (-E model)
« LEDs Tricolor - Network registration / SIM / GPRS status
Green - GPS position acquisition status (-V model)
Green- Battery charging indicator
Note: Additional connector interface information is provided in sections 1.2.3 and 6.0 of this
document.
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Mechanical Specifications

Case Material
Dimensions

Weight
Operat

ing Temperature

Extruded aluminum
3 x 2.8 x1.1inches (ref Figure and Table below)
5 ounces
-30°C to +70°C

Figure 5: Modem Physical Outline
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Table 5: Physical Outline Dimensions
Symbol | Description Dimensions
(inches)
W Width of modem 3.0
L Length of modem 2.8
H Height of modem 1.1
T Tab width 0.5
M1 Mounting hole center dimension 1 0.25
(Hole Dia. 0.15")
M2 Mounting hole center dimension 2 0.2
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6. Connector Definition
The connector pin-out definitions for the CDS-1900 modem are provided in the following sections.

6.1. PWR/CHG Connector

The PWR/CHG connector is a 4 pin, single row, 3mm, lockimage receptacle which provides
external power and battery charging interface to the modem.

Table 6.1: PWR/CHG Connector Pin-out Definition (CDS-1900-V and -M mods)

Pin Signal Input

Number Name Output Description/Usage
1 VIN I +6V to +32V DC, main modem external power
2 GND - Return for external modem power
3 BATT I/O0 External battery backup/charger connection:

If pinl (VIN) < 4V: BATT is an Input

If pinl1 (VIN)=6-32V: BATT is an Output (charging)
External Battery requirement:

Ni-MH, 700-1800mAh capacity

4 GND - Return for external battery

6.2. RS-232 Connector

The RS-232 connector is a circular, 8 pin-DIN, female receptacle which is wadifpr RS-232 DTE
relative pin-out convention. The modem is configured as the DCE device.

Note: Manufacturer supplied cable/adaptor provides interconnect between modemn{idGB)N
connector and external (DTE) device DB9 connector.

Table 6.2: RS-232 Connector Pin-out Definition (CDS-1900-Vand -M models)

Pin Signal Input
Number Name Output Description/Usage

RTS Request To Send signal from the DTE

1 DCD O Carrier Detect signal to the DTE

2 RXD O Receive Data to the DTE

3 TXD I Transmit Data from the DTE

4 DTR I Data Terminal Ready signal from the DTE
5 GND - Common signal return line

6 DSR O Data Set Ready signal to the DTE

7 [

8 O

CTS Clear To Send signal to the DTE
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6.3. USB Connector

The USB connector is a standard Mini-USB, universal type A/B recepthatd vg internally
configured as type B, USB device socket. A modem specific USB drivermirsstalled on the host
PC for this connection to operate. This driver essentially emulates the USB jpaserial comm.
port interface.

Note: The driver must be installed prior to physically connecting the modem USB porP®.the

Table 6.3: USB Connector Pin-out Definition (CDS-1900-M model)

Pin Signal Input
Number Name Output Description/Usage
1 VBUS I +5V USB voltage from the Host PC
2 D- I/O “-* differential data bus half duplex signaling
3 D+ I/0O “+” differential data bus half duplex signaling
4 NC - Not connected
5 GND - Ground return

6.4. RS-485 Connector

The RS-485 connector is a 6 pin, single row, 3mm, locking, male receptacle whickrnskyxt
configurable for RS-485 half or full duplex operation.

Table 6.4: RS-485 Connector Pin-out Definition (CDS-1900-M model)

Pin Signal Input
Number Name Output Description/Usage
1 +RI I Full duplex mode:“+” differential input signal
- Half duplex mode: No connection
2 -RI I Full duplex mode:“-" differential input signal
- Half duplex mode: No connection
3 -DO O Full duplex mode:“-" differential output signal
1/O Half duplex mode:*-* differential input/output signal
4 +DO 0] Full duplex mode:“+” differential output signal
1/O Half duplex mode:"“+" differential input/output signal
5 H/F I Duplex mode select Pin:
Pin to Gnd: Full duplex mode
Pin Open (NC): Half duplex mode
6 GND - Ground return
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6.5. 1/0O Connector

The 1/0O connector is a 10 pin, dual row, 3mm, lockimgle receptacle which provides the modem
external input sensing and output control signal interface. These signatafigaerable through AT
commands (ref AT command section of this document).

Table 6.5: 1/0 Connector Pin-out Definition (CDS-1900-Vand -M models)

CDS-1900User Manual Rev1.0

Pin Signal Input
Number Name Output Description/Usage

1 IN 1 I General purpose digital input
Max Vin=32V

2 IN 2 I General purpose digital input
Max Vin=32V

3 IN 3 I General purpose digital input
Max Vin=32V

4 IN 4 I General purpose digital input
Max Vin=32V

5 IGNITION I Vehicle ignition sensing digital input

SENSE Max Vin=32V

6 OuUT 2 O General purpose digital output
Open drain, 250 mA max

7 OuUT 1 O General purpose digital output
Open drain, 250 mA max

8 ADC 1 I Analog A/D converter input
0V to +32V

9 ADC 2 I Analog A/D converter input
0V to +32V

10 GND - Ground Return

DataRemote Inc.
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6.6. GPIO Connector

The GPIO connector is a 70 payal row,50 mil, female receptacle which provides a high density
interconnect to the internal cellular RF module. This connector is used excldsiveitgbedded
applications (CDS-1900-E model only) which require direct access to intermabBile interfaces
for custom configuration, control and programming.

Note: For detail information and operation requirements of the RF module pins listed beloe pleas
refer to WAVECOM Wireless CPU Quick Q2687 Product Technical SpecificR{l@&) Rev 003 or
later, www.wavecom.com).

Table 6.6: GPIO Connector Pin-out Definition (CDS-1900-E model)

Pin Signal Name | Input
Number Output Description/Usage
1 GPIO1 O SIM Reg. LED (used) , 1.8V CMOS
2 GPIO2 O GPRS Reg. LED (used) , 1.8V CMOS
3 GPI103 | Interrupt Input 0, 1.8V CMOS
4 GPIO4 I/0O Keypad column 0, 1.8V CMOS
5 GPIO5 I/O Keypad column 1, 1.8V CMOS
6 GPIO6 O GSM Reg. LED (used) , 1.8V CMOS
7 GPIO7 I/O Keypad column 3, 1.8V CMOS
8 GPIO8 I/0O Keypad column 4, 1.8V CMOS
9 GPIO9 I/O0 Keypad Row 0, 1.8V CMOS
10 GPIO10 1/10O Keypad Row 1, 1.8V CMOS
11 GPIO11 1/O Keypad Row 2, 1.8V CMOS
12 GPIO12 1/10O Keypad Row 3, 1.8V CMOS
13 GPIO13 1/O Keypad Row 4, 1.8V CMOS
14 GPI1014 - TXD2/GPS TX (internal signal Test Point, LEAVE OPEN)
15 GPIO15 - RXD2/GPS RX (internal signal Test Point, LEAVE OPEN
16 GPIO16 - CTS2 (internal signal Test Point, LEAVE OPEN)
17 GPI017 - RTS2 (internal signal Test Point, LEAVE OPEN)
18 GPI1O18 - SIMPRES (internal signal Test Point, LEAVE OPEN)
19 GPI1019 - GPS RESET (internal signal Test Point, LEAVE OPEN)
20 GPI020 1/O GPI020, 2.8V CMOS
21 GPIO21 I/10 GPIO21, 2.8V CMOS
22 GPIO22 1/10O GPI022, 2.8V CMOS
23 GPI0O23 1/O GPI1023, 2.8V CMOS
24 GPI024 1/10O GPI024, 2.8V CMOS
25 GPIO25 I Interrupt 1 Input, 2.8V CMOS
26 GPl1026 O | AC Clock, Open Drain
27 GPI1027 I/0 iC Data, Open Drain
28 GPI028 O SPI1 Clock, 2.8V CMOS
29 GPIO29 I/O SPI1 Data Input/Output, 2.8V CMOS
30 GPIO30 [ SPI1 Data Input, 2.8V CMOS
31 GPIO31 @) SPI1 Chip Select, 2.8V CMOS
32 GPIO32 O SPI2 Clock, 2.8V CMOS
33 GPI1033 I/10O SPI2 Data Input/Output, 2.8V CMOS
34 GPIO34 [ SPI2 Data Input, 2.8V CMOS
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Pin Signal Name | Input
Number Output Description/Usage
35 GP1035 O SPI2 Chip Select, 2.8V CMOS
36 GPIO36 [ Main RS-232 Transmit, TXD1, 2.8V CMOS
37 GPI1037 @) Main RS-232 Receive, RXD1, 2.8V CMOS
38 GP1038 I Main RS-232 Request to Send, RTS1, 2.8V CMOS
39 GPIO39 O Main RS-232 Clear to Send, CTS1, 2.8V CMOS
40 GP1040 @) Main RS-232 Data Set Ready, DSR1, 2.8V CMOS
41 GP1041 I Main RS-232 Data Terminal Ready, DTR1, 2.8V CMOS
42 GP1042 @) Main RS-232 Ring Indicator, RI1, 2.8V CMOS
43 GPIO43 O Main RS-232 Data Carrier Detect, DCD1, 2.8V CMOS
44 GPIO44 1/O GPI044, 2.8V CMOS
45 ON/~OFF I CPU VBATT ON-OFF Control
46 BOOT I CPU BOOT, 1.8V CMOS
47 NC - Not connected
48 ~RESET I RESET Input, 1.8V CMOS
49 SPK1P @] Speaker 1 Output, Positive, analog
50 MIC1P | Microphone 1 Input, Positive, analog
51 SPKIN 0] Speaker 1 Output, Negative, analog
52 MIC1N I Microphone 1 Input, Negative, analog
53 NC - Not connected
54 NC - Not connected
55 FLASH LED O FLASH LED Output, (Network Status), Open Drain
56 NC - Not connected
57 VIN I Input Supply Voltage, 6-32V
58 VIN I Input Supply Voltage, 6-32V
59 VCC _1V8 @) 1.8V output supply (15 mA max)
60 VCC 2V8 0] 2.8V output supply (15 mA max)
61 NC - Not connected
62 NC - Not connected
63 NC - Not connected
64 ADC?2 I Analog-to-Digital Converter, analog
65 NC - Not connected
66 ADC1 I Analog-to-Digital Converter, analog
67 VOUT O 5V, 500 mA
68 GND - GND
69 VOUT O 5V (combined with pin 67)
70 GND - GND
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Appendix A. AT Command List

The table below lists AT Commands necessary for general modem operdhierdocument
paragraph reference is included for quick access to the detail command infornfssorincluded is
the access restriction for each command depending on the connection method t@dne#and
processor. The “Remote TCP Access” command line connection is establisheahvwierXd CPC
with Mode=1 is executed (typically via SMS).

Note: The AT-1900 modem supports a comprehensive list of Hayes compatible AT commands which
are not all listed in this document. Additional commands may be found in the Wavecom “AT
Commands Interface Guide for OS 6.61” (www.wavecom.com website). If any AT Commands
definition conflicts are encountered between the two documents this document should take
precedence.

Table A-1: AT Command List and Access Restrictions (S=set, Q=query)

Paragraph Local Remote | Remote | Remote
AT Command Reference Serial Telnet SMS TCP
(hyperlink) Access | Access | Access | Access
Configuration
AT+XCNFG 4.1.2.1 SQ SQ SQ SQ
AT+IPR 4.1.2.2 SQ SQ SQ SQ
AT+XPASS 4.1.2.3 SQ SQ SQ SQ
Status
AT+XSTAT 4.1.3.1 Q Q Q Q
AT+CREG? 4.1.3.2 Q - - -
AT+CGATT? 4.1.3.3 Q - - -
AT+CGREG? 4.1.3.4 Q - - -
AT+XVRSN 4.1.3.5 Q Q Q Q
ATI3 4.1.3.6 Q Q Q Q
AT+CSQ 4.1.3.7 Q Q Q Q
NULL
AT+XNULL 4.1.4.1 SQ SQ SQ SQ
Connection
AT+XTCPC 4.1.5.1 S S S -
ATDT 4.1.5.2 S - S -
ATD 4.1.5.3 S - S -
AT+XFTPD 4154 S S S S
ATA 4.1.5.5 S - - -
ATH 4.1.5.6 S - - -
ATO 4.1.5.7 S - - -
Geofence
AT+XGEOF 4.1.6.1 SQ SQ SQ SQ
Event
AT+XEVGE 4.1.7.1 SQ SQ SQ SQ
AT+XEVIO 4.1.7.2 SQ SQ SQ SQ
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